OCTOPOXHO:
TEJIE®POHHbIE MOLLEHHUKMUA!

S NMPU3SHAKOB OBMAHA

HA BAC
BbIXOOAT CAMU

AdepucTbl MOTYT
npencTaBUTbCs CNyx6oi
6e3onacHocTu 6aHkKa,
HanoroBoW,

NMPOKYpaTypoOi

Mo6oin HeoXMOaHHbIN
3BOHOK, CMC mnu nuceMo —
NoBOM, HACTOPOXUTbCS

3BOHAT
13 BaHka, NnonMuMmK

PALYIOT BHE3AMHOM
BbIFOOOM MU MYTAIOT

CwvnbHble 3MOLMKM

mnu D,py'l'ﬂl:i opraHvsauumn?

~ YBEOWTECH,

YTO 3TO HE MOLEHHWMKK!

e

HA BAC OABAT

AdepucTel Bcerga
ToponsT, YTobbl

Y Bac He 6bino
BpeMeHW Bce 06ayMaThb

FOBOPAT O OEHBrAX

MNpepnaraioT cnacTu
cbepexeHus], Nony4nTb
KOMMNeHcaL M M1 BNOXKMTbBCA
B MHBECTULMOHHbIA MPOEKT

NPOCAT COOBLWUTD
AAHHBIE

NpUTYNNAIOT
60UTenbHOCTb

O BAXHO!

CoTpyAHWKMW BaHKOB M NOAULIMK
HWUKOIOA He cnpawmnBsaioT
PeKBM3WTbI KapThbl, Maponu

13 CMC, nepcoHanbHble AaHHble
M He MPOCAT coBepLlaTh
nepesofbl C Balleil KapTbl

5 4 Kak 3auMTiT CBOM pUHAHCHI,
[=] 1 yuTanTe Ha fincult.info

3noyMbIlWNEHHNKOB
MHTEPeCyOT PeKBM3UTbI
KapTbl, Napon1 v Koabl

13 BaHKOBCKMX YBEO,OMIEHMH

HUKOI'AA HUKOMY
HE COOBLUAUTE:

Kogbl u3a CMC

TpexX3HauHbli Kof, Ha 06OPOTHOM
cTopoHe kapTbl (CVV/CVC)
PIN-kog

naponu/noruHel K 6aHKOBCKOMY
NMPUNOXKEHUIO U OHNaMH-6aHKY
KOQOBOE CfoBo

nepcoHarnbHble OaHHble

®uHaHcoBan
KynbTypa



OT OHJTAUH-MOLWEHHUKOB

Y1061 go6paThbca A0 Bawmnx 6aHKOBCKUX CHETOB,
MOLLWEHHMKAaM HY>XXHbl BallX NEepPCOHarnbHble AaHHbIe
N PEKBU3UTBLI KapT

Kakune cxeMbl ucnonb3yoT adpepurctbl?

OBELLAKOT 3010TbIE MOPbI
OﬂpOCbl 38 BO3HarpaxgeHwe, counanbHble BeINNatel Uan CBEDX!’IDHGbIﬂbelE
WHBECTULMOHHBIE NPOeKTkl. fapaHTHaA BeICTPOro 06oraleHus — NpU3Hak oGmaHa

SAMAHUBAIOT HA PACIMPOLOAXW

OprMHble CKWAKK W HU3KME LUeHb! MOrYT OKa3aTbCA MOWEHHWYECKOW YNOBKOW

CMNEKYNUPYKOT HA TPOMKMX COBbITUAX

Hanpumep, o6basnaioT cOop AeHer Ha pa3paboTky BakuwH, 06eLWwaoT BepHYTL
AEHLMM 38 OTMEHEHHbLIE Pechl W NPeanaraT NONYYUTE rOCyAaPCTBEHHLIE
AoTaLmnm

MACKHWUPYHOTCH

PazbirpeleatoT pons NpogasUoB W NoKyNaTener Ha NonynAapHbIx caiTax o6bABNEHUA

Kak o6esonacuTb cBou AeHbru
B UHTEpHeTe?

YcTaHOBWTE aHTMBMPYC W PerynsapHo o6HOBNAKWTE ero

3aBeguTe oTAENbHYIO AGETOBYIO KapTy ANA nnatexein
B MHTEPHETE W KNnaguTe Ha Hee HYXHYIO CyMMYy nepeq onnaron

Bcerpa npoeepanTe agpeca 3NeKTPOHHOW NO4YTel U CAWTOB —
OHW MOFYT OT/IM4aThCA OT OULManbHbIX NWLLb NAPOA CUMBONOB

He nepexogurte No ccbiNkam OT HESHaKOMUEB —
cpasy yaananTe COMHUTENbHbIE COOBLEHNA

Hukomy He coobllaiTe CBOW NMEepPCOHanbHble AaHHbIe

Mogpob6Hee o npaeunax
KMGeprrueHbi ®uHancoBas
uuTaiTe Ha fincult.info KynsTypa



KAK SALLUUTUTDCHA
OT ®PULLUKUNHTA

DuUIIKMHr — BMA, MOLWIEeHHWYeCcTBa, Koraa y Yenoseka KpaayT
nepcoHasnbHble AaHHbIe UK OeHbrK € NOMOLLbIO CAalTOB-NOAAENOK.
YacTto MOWEeHHWKK OenaloT CalThbl, KOTOpble KaK gBe Kaniv BoAbl
MOXOXXW Ha CaiTbl peasnbHbIX OpraHMsaummn

KAK MOXXHO OKA3ATbCH
HA ®ULLUHIOBOM CAWUTE?

[No ccbikam M3 MHTEPHETa WK 3MIEKTPOHHOW nMoYThl, CMC,
COODLUEHWI B COLICETSX WM MeCCeHI)Kepax, peknambl,
06bABMNEHUIA O NOTEpesxX, pacnpona)ax, KoMneHcaLmsax

OT rocyfapcrsea

)(al(ephl 4HYacTo B3NaMblBalOT YyXdMe aKKayHTbl,
4] (bumuuroaan CCblNiKa MOXKeT ﬂpHﬁTM AdaXKe OT 3HAaKOMbIX

KAK PACINO3HATb
SULLMNHIOBbIN CAUT?

Appec oT/IMYaeTcsa OT HacTosAWero Nuilb Napon CMMBOMOB
B agpecHoi cTpoke HeT https 1 3Hauka 3akpbiTOro 3amka
Owu3aiiH ckonMpoBaH HEeKaYeCTBEHHO, B TEeKCTax ecTb OWnbKX

Y caiita Mano CTpaHuL, Wy ga)ke ofHa — 4718 BBOAA AaHHbIX
KapTbl

KAK YBEPEYbCH OT ®PULLIMHIA?

YcTaHOBUTE aHTUBUPYC W PerynsapHoO obHoBNAWTE ero
CoxpaHainTe B 3aKknagkax agpeca Hy»HblX CalTOB
He nepexopuTe o Nogo3puTenbHbIM CCbifikaM

UcnonbayiiTe OTAENBHYIO KapTy A58 NOKYNOK B MHTEPHETE,
KNaguTe Ha Hee HY>KHYH CYMMY MpsiMO Nepef onaTtom

®uHaHcoBan
Moppo6Hee o npasunax KynbTypa
KWEeprurvueHsl YnTaiTe Ha




YKPAJIN OEHbI?

© 3AB/IOKUPOBATb @ HAIMUCATb €© OBPATUTBCA
KAPTY 5 3ASABNEHUE O HECOITIACHUM . Bnonuuuio
' C OMEPALIMEHN ?
« N0 HOMepy TenedoHa 6aHka 3aABneHWe JOMKHO Yem Gonblue niogei
Ha 6aHKOBCKOW KapTte 6bITb HAaNMUCcaHo: . MopapyT 3asBAeHus,
1Ny Ha oduUMansEHOM caiTe < B TeveHME cyToK ocHe TeMm BbilLe BePOSTHOCTD,
= Yyepes Mob6unbHoe npunoXxeHuwe COOﬁLuEHHH 0 CnNcaHuu 4YTO NpecTynHWKoB
« Yyepes NIMYHbIA KabuHeT 1 AeHer S NONMAIOT
Ha ochuumanbHom caiTe 6aHka | < Ha MecTe B OTAeNEHUM
| BaHka

- B oTAeneHnn 6aHka

KAK OBE3OIMNACUTb AEHbI'MN HA CHETAX?

HUKOMY HE COOBLUAUTE: KOOOBOE CJ10BO
+ CPOK OeWCTBUSA KapTkl M TPeX3HaYHbIi Kog Ha3blBaWTe TONbKO COTPYAHWKY GaHKa,
Ha ee o6opoTHOMW cTopoHe (CVV/CVC) Korga camu 3BOHUTE Ha ropadyto

« NAposu 1 Koabl U3 yBEAOMNEHUA NWHUIO

» IOTWH W Napofb OT OHNalH-0aHKa

HE NYBNUKYWTE
MepcoHasbHble AaHHble B OTKPLITOM [OCTYNe

P BaHK He KOMMeHcUpyeT
noTepu, €c/ii Bbl HAPYLUWU/K

npaeuna 6esonacHoro
MCMNonb30BaHUA KapThbl

YCTAHOBUTE
aHTUMBMPYChl Ha BCE YCTPOWCTEA

Moppob6Hee o NnpaBunax 6e3onacHOCTH MduHaHcoBas
vyuTairTe Ha fincult.info KynbTypa



@ baHk Poccumn

KAK SAWLWUTUTD
CBOUTALXXETbI OT BUPYCOB

BUPYCbI:

+ OTKPbIBAIOT YAANeHHbIA AOCTYN K BalweMmy YCTPONCTBY
+ KpaayT NorvHbl U Napony oT oHNaiH- 1 MoBunbHoro 6aHkKa
» MepexBaTLIBaOT CEKpPEeTHbIE KoAbl N3 coobLeHuin

3anonyqua 3TWU OaHHble, KuﬁepnpecrynHuKH
MOTYT NOXUTUTE BCE AE€HbIrM C BallMX CHETOB

3aBucaer, nepesarpy;xaetcs Win oTKN4YaeTca

KAK NMOHATD,

UTO VCTPOHCTRO SAPAKEHO? Camo 3aBepluaeT paboTy NpUIoXKeHWn

MokasbiBaeT BCNNbIBaOLWME OKHA

TepseT o6bem NamaTH

MozeoHuTE B 6aHK U NonpocuTe 23abNo0KUPOBaThL [OCTYN

YTO AENATD, K OHMaiH- U MOGMNbHOMY 6aHKY M BCe KapTbl, KOTopble
ECNTUM HA VCTPOﬂCTBE BUPYC? WCNofb30Ban Ha YCTpDﬁCTBe
O6paTuTeck B CEpPBMUCHbINA LIeHTP, YTOObI BbINEYUTb ragxer

MepeBbInycTUTE KapThl, CMEHUTE /IOFMH U Naponb
OT oHNahH-6aHKa 1 3aHOBO yCTaHOBUTE BaHKOBCKOE NMpUioXeHue

Mcnonb3syiTe aHTUBUPYC W perynsapHo ero o6HoBnsinTe

KAK 3AWLINTUTD

i He nepexogwuTe no cceiikam OT HE3HAKOMLER, HE YCTaHaBIUBanTe
YCTPOUCTBO OT BUPYCOB?

nporpaMmbl Mo ux Nnpock6e U He MCNONb3yiTe YyXKue ek
CkauvBaiTe NpUIoXKEeHWs TONbKO U2 NPOBEPEHHbIX UCTOYHUKOB
OGHOBNANTE ONepaLuoHHYO CUCTeMY YCTPOWCTBA

MNz6eranTte obwepnoctynHbix Wi-Fi-cetei

Moppo6Hee O 3allMTE ragKeTos PuHaHcoBan
JyMTanTe Ha fincult.info G KynbTypa
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